ERAXFITEIFRAFNRR
5 | UFEMEIE RIS

J¥ bohan.cui@outlook.com

e
BRI
NJUEBREZEIMITE 7 "M ERFHNAREA BT "IES. ENJUCSHFREF L0 E]
B, YEMRERIRENBZFRESE—EMEE (b0 . CSDIYIREZEZHER
=2/ (3% ) , BHUEERESAHNGEL, MR —LETENRH, BLE, HFFE
LERMBHFNERRE, NIUIIEREAEAREFEARNERREFENER, RAttWEEE
AREEBH"BEFARHAE 'N1IE, EFEEdIREHFHREREL —FFRTHEA
B, HREGETIANETRIERRLERZKTIREMNE, EIRMNE, NEGRL

, BN EFOFImm B LRI, WREMNEARARRAIAEEE, FTLUEMRE, &5
X, PIBYFENHGIFFULN SR E R M FEREMEEEFIFENZORR, 1
B ENTHERE, BMELEUAEAETURHN S, AEAXEEFBESHE
FNFESEH, —FENBBTERR, UKRMNZAEIMBIR, EyanyanZ VSR
T, IBH—EHF RN —ENRNSHEAEREN " WMEST AR . I TABER
N—EHFRETERIE N —R 1=,
AXDN "X FREBEFEAIENR"F" X F—LMEIRIRHANEAREN" T IED
BIEBICOMTIENZELER (B8 HEHIEH T —ECMEAEREFENRA, 5§
ZNENSZIRRREBN—LEERNEN, AXXHEARAFITEINERAFZEGS
HiF, RIBZEASTEINTHITIEER .

Sy ﬁ’. - s H
X FREFE S 18R]
IEFMB"ERURERE", F1ITIeRIRMSuH /BRI BB,
INRBFNFHRRISHBRABNZ !

1. it DEERENEFERFEE, MABRBENASEL,
fEMTEEAREM I Something Interesting
hFESH, XLRFZENSHAEENRERE, Pl, RETIERSNJUCSHEMA
EHo

ARAZHENZRAFMERS | UEEMPHNA


mailto:bohan.cui@outlook.com

2. it B¥FEFZF Professional Training M- & & BB Research Trainings
MR E +2motivation, ABATEFLERHIZE K T RILIFAIEQualified for Industry
HIBESTo

3. HNFAERAGRZNRAZILERERFNFEIRE, (RAXKTEREE—E 06
HiREEEEAFREHEHEILERSRESNERE, RNTA—LENFINFERNE
WRHIFRE. AIRBRFXNEHE, BHREITICHNLBET, )

N LBFERE?

— "RONRRZBNEFEHER. HEXMEFEIIGEN/EeHERTLGEE —LFE (R
RITHNAERIE, 1E, ¥R, KIESEE (AEER, TXRITREMZAFEE
£) ) FE—NLFHEE"NER. XSHENSFEIEN/RNDEREED HIE
EeitTERBEX D (URIEBSERKRLABRENEZE LRE—ENEHE) .
£ 5 LANEE, RERESSEFE AN ERRABRSS. HNB, FHBMERL
SR,

Spence, Michael. '"Job Market Signaling." The Quarterly Journal of Economics,
Volume 87, Issue 3 (1973): 355-374.

BATEXERE— RO X R

|74 . kl . WC’ompul + k2 * WExtm
Reward Value

Value = f(Weoompu) — (IEEFEX)

Involution ~ RealW =

W K& Workload TFEIZEMNTEE. ValuemUAZEHBIIARE,
IR Hi&S R DIREFEFFI RS WorkloadPs ?
FmE E Workload < Content of course

(NO, it is true only for maybe GPA 4.0/5.0, but GPA 4.0 somehow means no any
good opportunity for normal students)

Kfr L Workload o< Scoring of course

T

(3

E;ns—m (550, Rk, HE. ZR..) iTFMVERENESD, prihESESbLT.
LiF EREBZNTEERZENTFNVIHIRIRIMAY.

ARAZHENZRAFMERS | UEEMPHNA



e e.0. IR . BRERTEAETEMR?
MFRLEIRERR, MFEAC—EZERERE. ZEENGR. OF
"R RER", BEE—EBIRENABTHZE Helaborate effectively. FRIAER
MFREETERE LIMENREIZEAIUREEZER MMM, SHAEEFL, FTHM
EEFREHENTHMIR, BR800, BFERFIEFITFEN LB
RN EFBZRARXNERRABTHXIIMNMSEHEE RNANIEM,. PREERE
ENERIENEETIFREZNERXAE MT—1FFFE) , FEEMNEITL
RNHRERERHRZRXNREREE, B OENREER", BEXERTIE
BB A RS EEMEFBENRRAEE—TEARE, UWHREELPETR
—mEE,

e e.g. — 1 HIR ! "FLRBV"FIIR S,

B-EZERTRATHZE, BT REHEBIZOABTHEMEBRNZRTEE,
MmE"AUEEEAR", NTTSEEFEEINANETELRN. (FARY, #ZHL
BHEIE—MPEBNREREME, "KFTT, XEAFEREXREEMRZ 5 IRF
ZET—R" MEE INRZUESNRBELFERL KIT E SIAR5", LEanFery
BEEAREBBLBREZTRS, RTABT"ERR", SWAKEATHITELF—
"B (REFEEEANIT THERERAR T BERHER, FLIEREERE
) MENF—UERBTF@RRK, MEZHIFTIRE=ZBEEULNRAE
ppt (RNREFETIF, EEAEES)

XEFNZRESIT LRBEIEFENSS (SR, NTFETABR—KEF
ETEMR—TENZRES KL, REEAELTESSH)
XMERARFRIVELNRESE, E

IR A - B R — RS Hh L.

AEXMERT, WTRENFRIEDBNEZ, BE—BDTRENATELHA
BETHEREE,

“RE EAE (U pptE) MRRMDHRELRAY, GER
ESRRBES, Mt TEIREFES. ZuIEBICE
MNP PHEREREBEN—WEE (HE) MALKIERBHE
R (A8 FI9TERNLR, —FERAF

e e.g. — M UR | TIRIFARIELINIKR S,
e.g. — MUK  "BIHAHEKX"UR

AT LAFEZHEI"EHR "R ? AEZHERE/LR, FINKRELIE=T
B, Mt2EERESI—1TA ? URAFALEKEE SR TREA,

ARAFHENFRAFURRE | LZ2EMBEHETAA



—AERELERNE X" TRMIAR"NEE, ZS—AERSUREEANZ S
tb, MZIXRYE D XA LERRRIBEN M. EILEZ 1M B AR TE LR & XM E]
UECEERE—E#E (MR NS ERAREMTE, UL FHIRY
BO—T"RE", ER"RAFHRXRG"HNBR. BRERE—T, HEEFXNE
Ho TEHM—THECHRRREFEAGTF (DXERFHIME) o

SKhr b, XER TGRSR S BAFHRE T4 EFRRYIE
A, Rz SERERIRYE,
fEZIDLCORIBNZ, FKELX N T THAIREFFERSLINR
&, PUTEBIRIARY, BXE EEPAREHAFSINEN
ENAR (LIIN—ERFECHNEE, EBEN—LZW
iEBR) , EEANERERETYR, EHRBETUREEALMAE
BAREXRNEENERT, AEEREAENRFHIR)KIR
5FEH, HEZ—IKED—KEXMARKRT, A RARMX
MARPEER TRSHIEE, XIARKBTHFTEIEZ AR
M E MRV,

AEXTERT, KENREAS M AHRAS KRR T &RAE X FRIRE,
=X2 | HAMKIARME BT PE{EWorkloadRIFERE ?

HWorkloadF#ER (Y FEEEAERZRZ) RS FRATRT, EBENER
WFRAN, BTFREMLINETRT, FHEMREERT, Valuet—F R E, REHN
WEHBDT, REMBETET,

[HEIRIEEEREIRER, MNRFEEEIEARRK (BEEREARELERNK) ,
BLAXMRUKBEFEENLET, Tie /I FRESHEEREZEIRY, FUKE
FBH,

TEF AR IRRNANZOEZESRIR DI WorkloadfREUER ARIReward, IR1E
MBERILITKERE]RERT, RIENHEREAEEIEH, ER"BRNNEHNZ
TRRAY, AN BYIRHEIGRIBRRA WA LR,

XHFREIFEN], EUAENRET, KEXTEZBIRELDESHFIEAZERER
ERARENEZXDH. MEAER MMM IBNAREENERT, B2
ALY,

AR R FERAE ? T ARN—EEN,

PNANARZEEUL TR | BEEWorkloadHiESReward R E X —15 o

ARAFHENFRAFURRE | LZ2EMBEHETAA



f%{EWorkload :

HFEEFAAHRERNANZOBEE | RVEIEE, RENDHNKL, B
=

— PR A AR MO S L | MM ER SIS ENELEN, &
TEE, SlRE, AR TFERNBERENNS,

AN R ENIFAI X B A TEERIR A, Bl MR ES, FLATLARE L]
FMEBEALEITN. N EYEPASIFEMRIREL, X—EWLATLIEINA15% EG/MZE
Hbtk, ERAERIRSETIEEKR, BRIBAIARIEREETE, BAHMED
SHEMAHEINR) RNIMNRFET IEETHXEESHANAL, BFETZERNE
ERENEE,

KA EEES, DIFBRTIEEXERIEANSMNZE IR G LEERREN30%EE
20%LLF, MATLURD AHAE MR REZE {18,

ERIgNRewardf¥5 : Extra Credit :

GE : X credit N 2IEEFRINE D)
BIE EEIe, BERESMADIFEEIES], REEEHER. EEMSGE L
FEMAE—TTHENEFNER, UNRENES5EE,

|74 _ kl . WCompul + k2 : WEmtra
Reward Value + Rewardg,i,,

Involution ~ RealW =

PR TT SRR SR RS  AISHY. IRERAERIELR S T, R E R
PNNRFFRR, ERNFE—LRRIIERR LY, BE—ENHRINTNER,
HA © (ERERASAMIRE, ARHESNMBHN, FRLETENNE, HF
PRBANBHRERIRE, NANFMHE—LER, FANE, NIHRE, a8
BEMERE R EORE RSN IEER., (TRREKHEENRE) 8
RIS PR B ER—HE R &L,

RINABEMELE :

- BEN ERBIFREIN, KARREN (HRLET EAENTLT
B, HBAAHBIRATELERER, SRAMRERERETUIEN— M
TARE T

o SEERH) LT 4500 SRR RIARES TN, RATAEMEBIRINE N, A0
RIZAEHRIAR, UHD R EEENR B

. ATH  BEESZBBROFNGER, LHR— N MERBITABEERT
NERR (WAEREENG, BOEURRPBATS, TURSREET

ARAZHENZRAFMERS | UEEMPHNA



#1T) LR LEEKIIR.
o FRAAPARY I BINBHEZIR. 3THNGIZRIFHY, BXTABELFERN"FE

A",
X HAMRIRBEIMR L T EK, BHERFEEHELGMinsight, LULITHELBIAR
HERMHIEXNIES.

ERIZHY, HNNZEZEBTENERNE S ESHITNARIE W Reputation,

reputationGHEHRIEA, LA RERMN ' REFARH#ET'OS (8B
AREZERABIRAIKSE) BEXEINFMRITR, REARCS
FAFHLEEEEENAIRER. XBRREZIREIR, AIEERE
I EBEI8SHEME, BN LEERBHNTRFNEF,

e —EREE LRHARTN (A RRRE, ELAREBEREFRNKSD) , KT
RIZSEIMA —E AR AR R EE", A RHTERE - AT TNE
AN TS, PEREHOFAER, (e.g. iR "SRR PR "EFH
A"EHEARIMUN—LE S 28, ERISERNRICESISITRAEREHTE)

22—+ : CodeforceELRLE N E= AV, ERTH
Reputation, FENETEHE LE3|—LLHE2 R A LUKGAE HBTIA
o], MmilRCodeforceIFENTB EHB, ABALEMAFBAEANIF
MERMKEE, FiHFPH"ECMULECSAPPIRERA+" 22—
RBEFHIEF

N, > A3\
*x F—EpERIZHR B FEIY
. BEREA— RN SRS B, RSO, RS
REBUTESBFFO0+ 0, TIRRR0%MNEEE, (HEREIRRS
) BT BERAVABI A BEHORT30% E A IR BN ER)

FLE, AEERMARARN—ESEEEDIERIKKMS,
RZREREIUA T X—R. RAMRIRIERK, LECEBAR
B/ e HHUAETERTTNAKRE AL

ARAFHENFRAFURRE | LZ2EMBEHETAA



o FAURHNRIEBFABLACSAKMNE R, INRINAHIPA FIRFFEFRE XX
DEIE) , etoneFBMEEECSHIBIRILES,

MECSEMBZEM AT ATA+ALA

A EARRAEGRREZITENE R ATERNERFEZE RN R
SHEE RIERIEF A,
ATARRAECSHEIMMWFIRIIRRZE L ZEERINZE, B
ERMEMRER. il @ HERZVEEwhyZfHICS K mE
BBl LUE(E 5 etoneZMEVEIRIE R M2 AN X AT Ak
& ; MALERFERS N —MEH SR, LhrbREEXRLERE
ITREREMN2E LUEAR... ; HRINEMREREEE T AP
KREFALE, EXRRBZHAAEABEZTIEREF DA EE]
EE,

HREIFREMERNER, E2RELALELEEIER,

o BIEFRBIPE{EWorkloadF iR S RewardE S HEHR, LthabFRER,

o RERFIRE—M"2EEME", UMBIREBTELERHIRENNENME, —
TEAEENRIEFEEIRHTEIRIZLIN, eJLlZELecture NoteZ, BHafd
B'"AR2ER"TEN—MERFE, fIUXRBATEARSERGIFRIE, il
FRAEARRETE, AIUEEBIRZE]E &L RRRER R IR A ZBIR
Hillo

Lecture NoteZFTERE LREMEIMNEANNTIEE, bR
FRMeEBHDEIMNERET. BT —F—EI2EKIENT

Fo
(AR T RE M2 A ERE, ERBEFR LORTHEME
1]

SlidesiBE A 2—M2EEMF (talIcsy) , RAEEER
ZRBENTEERTRIRRT X#iF, 2REIM#FTiRER.
BIREMNBEZNENAERZEREEE L.

o BEREMTNIGSEE—TSMmE, BIFFARIEMREE R "FNINRARIEZM

2=n
T

ARAFITENZREFNEIRE | UREMBEHNA



e.g. "HNNEIMENX TS, RIERAEEHSL"
EIFHATERFRAFEERE, URMRRZENEREFLABR. MA"EE
EF " WRERE—MBEFTFNIUCS K BAVIER

o WFRZIFIE  "HATE, MHEZE ; HAT, WHEE, "— (12&)
X FitBNRFIRIZHAREIN
XFICS :

o IR EICSHNAMGELRIOS. RIEMDLCOBE—EMNES,
MDLCOFMOSX &AM FIE ARMERY, FRLASTERILUBICSHBYX &R =,

o ICSHE—LERAHANITER, LLAlGHAE, X—a8nHLMNMRRE REREE
B, MEBATERSRIETENME, MERELEEIRMIFX—ER7.
P LA 5238 2 FT LA 4=

o BEEMITANBRERERMHEE FA—TER, KRURFIRIERRElinklabiZZ
BEESZ) , BRARTRA, BHLEEEEBR,

 [E#ERTFDLCO:EILIR] IR1ESlides EBTRZ non-trivialWEFITIEMIE=E, B
FETRNVHMEERERFFRE, ME—FMd. Sldes EHRBEHF-THNFHE
B, X—EB7 %M LR X BIANBMMEET .

o WIRREx86-PANIE, FEFEAAMEIMEE (REMFEITIEAD) . BF
IRARX MR, BEREMTAKMHEN, BFEXW T ERNRE, wiZHRY
SEEESIRHSIERY, BXRRESRXMARBHILANET, RAE—T8M
T RBHIKIEE (WA AFRLwIZBTKIHIEILIRE) -

o MNEEMANRE, RIEFFUFRIEIPASERR LA™ ERVIISE=,

*FDLCOIEILIE :

o LWAHIRZInsight, IFREFLT, TEFAFERE (—KHDRFAIEF T
RIEMISARRIVFRETAER) « MBEHRE, BFNEILRRZEXRE
NARERA LR EIFEIEE TR,

o REFENEE, NBEBMBMEZANNRGRE, FTEEEDI0%NIEE
R, BTEZ TR +LogisimBIFKIE, EEMIFERME, EEFERELEIFL
IR, B50%EEEZERSEIMASEIMBILLEH,

o MZUREMEINSHLRAR, EREMRE. AJHRBNSTEER, AILURF
Logisim7 (HAERRENEATUSE —ERERE, REXMNTEHRITE
RrnE)

ARAZHENZRAFMERS | UEEMPHNA



o MRTIZH/ITESENAT, XRZE—THIRE, XERAHELTRTIE
BHERENROIRITER, AREETRSETEXHNAR, ETENATERE
RS R—TFELMTEAIUT,

o RIREPREEMNEEZ AT 2 UEE[HEEE RS HitRiRIERRIhE
], HeKRIBHRSIFR EBARELLMERNRNS . NEERBRITOITA, FRESKE
S BIRVESK A 0 B HIEK

o WTRWIKE, KARE  HAR, WHEE ; HAT, WHEE,

XFDLCOCEEIR :
o XMERFRESES, AIMUIHERMEA—TIER, FTERANEEZE,

Takeaway messages

o IR LEMEN EEEREF EM— Linteresting®I R ia, HRAEFFEMIHMXLE
FBEEHEME s LT BRI,

o BAREREN X BEIEEZDEFAANEFE, WHERERZFINTIEE
KRG FHRNNESMreward, SIRFABAZBE—NEFE, XKIZTERAANE,

o UTHBEKEBRBERTLENEIFEN, NIEAKELEEE. INEMBIEZFEU
Lhho (AERIEREHITHIEIRITEAAREN, K05 ASNE Y (Bl_LikBYextra
reward)

o B "EIEIAE", WD EEIEHEEEwWorkload + 5| Aextra reward3R4AEF
IR, MARRERBMRIEENSZE, EAREER"IRE "IN EREIRIZAE
B, RS2 EN R EHEFEFEREENNrewardF LfF LBV SNER
2N EFRE,

o BETHRFXTRENRIEMASIRIZAMNEIN (FEWN LX) -

o FH ! HAE, WEHEZ ; HAT, WHEER,

ARAZHENZRAFMERS | UEEMPHNA



Lab 5 Report for Computer Network

Bohan Cui
ID: 221220089

NJU, Department of computer science and technology

Nanjing, China

forever_1210@yeah.net

I. Basic Info
A. Lab Name: Router III
B. Lab Aims:

e to learn the mechanism of ICMP

e to implement router with ICMP Error generation

function

II. Echo Response
A. Core Implementation (Briefly)

To better implement this part, I make some adaptations
to the original code. I encapsulate the forwarding and ARP
lookup procedure into a function call, so that it can be

reused by the ICMP error generation part.

1 handle__packet() ...

2 dst is self protocol is ICMP ...

3 EchoRequest ...

4 rplpkt = self.Echo__respond(packet)
5 self.forward__a_ packet(rplpkt)

Listing 1. In handle (briefly)

The func is below.

Echo__respond(self, pkt):
reply = Packet/()

reply[IPv4].src = pkt[IPv4].dst

D O W N~

(=)

reply[[CMP].icmptype = ICMPType.EchoReply

=~

data

8 reply ICMP].icmpdata.sequence = pkt[ICMP].
icmpdata.sequence

9 reply ICMP].icmpdata.identifier = pkt[ICMP].
icmpdata.identifier

10 reply[[CMP].icmpcode = 0

11 reply

reply[ICMP].icmpdata.data = pkt[ICMP).icmpdata.

Listing 2. Echo respond

B. Local Test

There is no local test for this part.

C. Troubleshooting

No trouble arose.

NJU, Computer Network, Spring 2024

Tutor: Prof.Tian

III. Generate ICMP Error

A. Core Implementation (Briefly)

o T W =

-~

oo

10
11
12
13
14
15

16

18

Here I will show the adapted forwarding with error
generation. Nested error will be detected everywhere.

forward__a_ packet(self, packet):

nh, intf = self.fwd__table.lookup(dst__ip)
intf == None:
nested error:
drop...
urb = self.make nwk_ unreachable(packet)

self.forward_a_packet(urb)
protocol is IPProtocol. ICMP is ICMP__error(
packet) packet[IPv4].src == IPv4Address(

packet[IPv4].src = intf.ipaddr

packet[IPv4].ttl <= 1:
nested error:
drop...
expired = self.make_TTL_ expired(packet)

self.forward__a_ packet(expired)
packet[IPv4].tt]l —= 1
self. ARP_ lookup_and_send(aim__ip, packet,
intf)

Listing 3. Adapted forwarding

The Destination unreachable error is in ARP logic and

handle_ packet logic, which is like this. We do not display
them here.

Now we display the generation codes here.(They are

similar, so we only show one of them.) We display a helper
function here first.

|
|

skin__and__make__trace(self, orgpkt):
assert orgpkt.has_ header(Ethernet),

orgpkt[Ethernet]
orgpkt.to_ bytes()[:28]

Listing 4. Helper function

make_ TTL_ expired(self, orgpkt):
assert orgpkt.has header(IPv4),

expired = Packet()
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附件：一个实验报告样例


4

5 expired[IPv4].dst = orgpkt[IPv4].src

6

7 expired[ICMP].icmptype = ICMPType.TimeExceeded

8 expired[ICMP].icmpcode = ICMPTypeCodeMap]|
ICMPType.TimeExceeded]. TTLExpired

9 expired[ICMP].icmpdata.data = self.
skin__and__make_trace(orgpkt)

10 ‘ expired

Listing 5. Error generation
Please refer to the annotated code for more details.

B. Explain ignoring nested ICMP Error

I think the reasons of ignoring error of ICMP Error
could be summarized into to main reasons.

1) To avoid ICMP Error Storm (or 'ICMP Flood’)

2) The ’error of error’ is always meaningless

Let us discuss them with some examples. We talk about
Reason 2 first.

Here is an example.

Expire!

pa,c’ket
- r.d:FErr @

@ TCMPErp/
Expire Again!

Fig. 1. meaningless

We talk about the router on the right. We could
find that in the router view, it will never do any other
behaviour whether it sends the TTL Expire message back
or not, so it is meaningless for it to know its TTL Expire
message is lost. Other type of error is similar.

Then we talk about Reason 1.

First we talk about it in a single router, please refer
to Fig.2. We demonstrate it in the router’s view. In this
flow, the sent packet may circulate in the web for itself,
take up the web resources.

[

rRecv a packet at Port P
src = A

Generate ICMP Error (nwk ur)
, dst = ori-src = A

H Not in the fwd table ]—b[

l

Send Error
src =P,

Generate ICMP Error(dst ur)
src =P,

]4—[ ARP probe fail ]

I
I

[

Meamng]es; Error circulate
in the Web

Fig. 2. ICMP Error Storm

Then We talk about within multi routers. Please refer
to Fig.3. The solid line is real route, and the dashed line
is the expected route.

In this case, the Error, Error of Error, Error of Error of
Error, ... Error™ will fall in the loop of router2, router3 and

Ex pire!
pa,c'ket
@
ICMPErp

.
- A,-': A K
Expire Again! ) .
P & | . | ErrofEer A
; Router3
4 | Expire Wgain!

_xp'lr e Aga'ln'

' EA
EofEofE
Router4 - -
Expdre Again!

Fig. 3. ICMP Error Storm

router4. The loop may be common especially in wireless
network, which takes up bandwidth permanently.

So we SHOULD NOT make error response to ICMP
Error.

C. Local Test

1) Offcial Test:
Please refer to Fig.4. for the official test result.

Fig. 4. Official test passed!

2) (Optional )My Test:

I make a simple trivial test at first. I make a simple
trivial test first.(A normal ping reply).

Then I add a special test to the testscenario, which
supplements the official test. In RFC 1812, the protocol
requires that the router should not respond ICMP Error
to packets with broadcast or loopback address. However,
our pay attention to this rule. So I
add a test to check this. (Please refer to Fig 5.)
|
2

is_ broadcast_or_lb_IP(self, ip, mask):
((int(ip) | int(mask)) == int(IPv4Address(
ip == IPv4Address(

Listing 6. The judge
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g. 5. My test passed!

—

D. Deploy

1) Procedure:

serverl # ping -¢ 1 192.168.200.1

serverl # ping -¢ 1 -t 1 192.168.200.1

serverl # ping -c 1 172.16.1.1

(We must add a set-route entry in the start_ mininet.py)

serverl # ping -¢c 1 10.1.1.3

serverl # traceroute -q 1 —sendwait=1 192.168.200.1

Let me explain the traceroute attributes. There ac-
tually exist many implementations of traceroute, I use
the directly-installed traceroute tool (named ’traceroute’
in Debian packet manager). There will be many many
packets after traceroute. (Please refer to Fig.6)

1 na;
74 41664
74 56085

15 0.108655365 192.168.160

16 0.108804289 192.168.100.

17 0.108949916 192.168.160.1
18 0.100690882 102.168.160.1
19 0.109351509 102.168.160.1
20 0.109472780 192.168.160.1
21 0.100614134 102.168.160.1
22 0.109728703 102.168.160.1
23 0.109842229 192.168.160.1
24 0.100958323 102.168.160.1

74 38092 — 33443 Len=32
74 57357 — 33444 L
74 34570 — 33445 L

102.168.200.1

Fig. 6. So many packets

These packets are for the detailed mechanism. It will
send 3 copies of a TTL value in a row by default. Besides,
the sender will keep sending incrementing TTL packets
consecutively until the it receive a response.

So I use —q1 to make it only send one packet for each
TTL value. And I use ——sendwait = 1 to appoint the gap
of sending packets to 1s, so that the host has enough time
to be aware of the probing result to stop the consequent
probing.

2) Outputs & Analysis:

Destination
Broadcast
Private_00:00:01

Protocol Length Info
42 Who has 192.168.100.2? Tell 192.168.100.1
42 192.168.160. 100:00:
98 Echo (ping)

0:
192.168.100.1
192.168.200.1
1

192.168.200.1
192.168.100.1

.168.200.1
1

ble (Port unreachable)

Fig. 7. router-ethO trace

e RO Line 1-4, R1 Line 1-4, S1 Line 1-4, S2 Line 1-
4: Serverl send ARP request to next hop(Router),

Destination
road

Protocol_Length Info
ARP'

40:00: 100:0:
192.168.200.1 1CMP
192.168.100.1 ICHMP

42192.168.200.1 15 at 20:

30.104503167 192.168.100.1
4.0.104637299 192.168.200.1

98 Echo (ping) request id=6x3568, seq=1/256,
98 Echo (ping) reply
7 [X

1d=0x3508, seq=1/256,
32

Fig. 8. router-ethl trace

Destination
Broadcast
Private_60:00:01
192.168.200.1
192.168.100.1

Protocol Length Info
ARP 42 Who has 192.168.100.2? Tell 192 168.100.1
42192.168.100.2 1S at 40:00:00:

98 Echo (ping) request id
98 Echo (ping) reply  id=6x3508,
uest  id=0x3509, s

10.000000000 Private_

30.066311700 192.168.100.1
40.374560007 192.168.200.1
59.407276028 _192.168.100.1

Fig. 9.

serverl trace

Destination
Broadcast
40:00:00:00:00:02
192.168.200.1 1CMP
192.168.100.1 ICMP
192.168.200.1

Protocol Length Info

42 Who has 192.168.200.1? Tell 192.168. 206 2
42 192.168.200.1 1S at 20:00:00:00: 0
98 Echo (ping) request id=0x3508, seq=: 1/255
98 Echo (ping) reply  id=0x3508, seq=1/256,
74 43730 ~ 33435 Len=32
102 Destination unreachable (Port unreachable

19: 100.1

Fig. 10. server2 trace

Destination
Broadcast
Broadcast

Time. Source
1 0.000000000
2 1.003295623

Protocol Length Info

? Tell 10.1.1.

1.1.3? 1.2
42 Who 1.1.3? Tell 16.1.1.2
42 who has 10.1.1.3? Tell 10.1.1.2
1.1.3? 1.2
1.1.3? 1.2

3 2.004485790 Broadcast ARP

4 3.005798099 Broadcast ARP 42 who has 10.1.1.3? Tell 10.1.1.

5 4.007769392 Broadcast ARP 42 who has 10.1.1.3? Tell 10.1.1.
Fig. 11. client trace

Routereplies to serverl. The S1 sends Echo request.
Router look up table and find ethl. Then sends ARP
request to S2. S2 replies to router. Router forwards
Echo request to S2. Then S2 sends Echo reply to S1,
forwarded by router.(Please refer to Fig.12)

Subnet reachable through server1:
192.168.100.0/24

server1

p.na_req
192:188,100.1/30
10_vequest .

g cpl
192.168.100.2"

(router-sth0) y
Lookup ( " 101.1.2/80 client

router-eth2)
192.168.200.2/30 ( 10.1.1.1/30

I; Arp_reply

(router-~. ml
Pep_request fing_ req ftiter Lookup he 4able Subnet reachable ti
2 hoose e+h?l, not broadeast 101.0.0/16
Plopdepy
192.190250.1/30
server2 Pg-rpt

Subnet reachable through server1:
192.168.200.0/24

Fig. 12.

e RO Line 5-6, S1 Line 5-6: Serverl sends ping request
to with TTL=1. When it comes to router, the router
sends TTL expired error to serverl.(Please refer to
Fig.13)

e RO Line 7-8, S1 Line 7-8: Serverl sends ping request
to with a nonexistent IP. When it comes to router, the
router sends Network Unreachable error to serverl.
(Please refer to Fig.14)

e RO Line 9-10, S1 Line 9-10, C Line 1-5: Serverl
sends ping request to with nonexistent IP but in the
forwarding table. It is aimed at eth2 of router. Router



Subnet reachable through server1:
192.168.100.0/24

server! y

pingreq (TTL==1)
192.168.100. .7
(router-eth0)

= 10.1.1.2/30
TTL exXpirett router-oth2)
192.168.200.2/30

(router-eth

server2

Subnet reachable through server!:
192.168.200.0/24

$42.168.100.1/30

N\ |(IY\P Ercor; TTLExpiced

client
10.1.1.1/30

Router Subnet reachable through client:
10.1.0.0116

192.168.200.1/30

Fig. 13.

Subnet reachable through servert:
192.168.100.0/24

server. _
5t dup/RP_cequest (no response)
92.168.100.1/30
R

1ERR Eecor (st wur)

P.qa)_req,«ew
h 192.168.100.2
(router-eth0) (
10.1.1.2/30
(router-eth2) 10.1.1.1/30 cllent
192.168.200.2/30 11

Router Subnet reachable through client:
10.1.0.016

192.168.200.1/30

Subnet reachable through server!:
192.168.200.0/24

Fig. 14.

sends 5 ARP requests for the IP and aborts. Then it
sends Network Unreachable error to serverl. (Please
refer to Fig.15)

Subnet reachable through server!:
192.168.100.0/24

.168.100.1/30
1P Eror (awk we)

(}lﬂ{j_reqm23+ N
192.168.100..

{router-eth0) 10.1.1.2/30

(router-eth2) 10.1.1.1/30 “

Router Subnet reachable through client:
10.1.0.016

192.168.200.2/30
(router-eth?

server2

Subnet reachable through servert:
192.168.200.0/24

192.168.200.1/30

Fig. 15.

o RO Line 11-14, R1 Line 5-6, S1 Line 11-14, S2 Line

5-6: After calling traceroute, S1 first sends UDP with
TTL=1, it will expire at the router, and the router
sends TTLExpired to S1. Then S1 sends UDP with
TTL=2, it will be forward to S2. S2 sends ICMP Error
port unreachable back. Then traceroute stops.(Please
refer to Fig.16)
(The traceroute sender will delibrately send a UDP
packet with very large port number, to ensure the
receiver will respond with ICMP port unreachable,
in case of interrputing normal processes.)

Subnet reachable through servert:
192.168.100.0/24

it
P Goror (TTLexpired) (for UDP)
TTLExpiceditt

10.1.1.2/30 i
client
\ (router-eth2) 10.1.1.1/30 -

Subnet reachable through client:
10.1.0.0/16

Subnet reachable through server1:
192.168.200.0/24

Fig. 16.

E. Troubleshooting

I come across some problem when copy the icmpdata
domain from the original packet to the echo packet.
Though the name is the same, it could not be copied
directly. (It will not cause an error, but set all the icmpdata
to 0 quietly.)

IV. (Appendix)Something Interesting

When we talk about ICMP, we could not let alone the
DDoS attack with Ping.

So we can add some easy code to prevent basic DDoS
attack, as below.

1 |if time.time() — self.ddostimestamp > 1:

2 self.ddos_cnt = {}

3 self.ddostimestamp = time.time()

4 | if packet[IPv4].src in self.ddos_ cnt:

5 self.ddos_ cnt[packet[IPv4].src] += 1

6 if self.ddos_ cnt[packet[IPv4].src] > Router.

DDoS_THRESHOLD:

7 return log_info(f”\033[31mDDoS attack, from, {
packet[IPv4].src}\031[0m”)

8 |else:

9 self.ddos__cnt[packet[IPv4].src] = 1

Listing 7. DDoS prevention

Further, we could count the rate of ICMP traffic in all
the traffic within a sliding window, and set a threshold
to prevent DDoS attack and detect potential ICMP Error
Storm. However, it may cause some problems to pass the
testscenario (may has too much ICMP), so I do not add
it into the code.

V. Feelings

I refactor my code from Lab 4 for better coping with the
ICMP error generation. I reflect on the different control
style then. I use the flow style in which all the cases need
forwarding will pass special process and fall into normal
forwarding flow. This kind of control is better when we use
goto clause. But we can only use function call in Python,
so the branch style is better.

We should choose proper control style according to the
language we use.
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